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Asymmetric encryption is thus another name for public-key encryption, the mechanism for achieving data
privacy in the public key or asymmetric setting. Steganography avoids introducing as much variation as
possible, to minimize the likelihood of detection. End 5. If this noise is easily detected it is possible to extract
the data from that plane. The height information is embedded into the pixels with the blue line, the width
information into the red pixels, and the message into the green pixels. In LSB Steganography, the least
significant bit-planes are manipulated. This will lead us to define the best approach of steganography to hide
information. Steganography provides a significant challenge to security as it hides the act of communication;
if illicit communication is not discovered it cannot be prevented or decoded. See, e. This allows high
perceptual transparency of LSB. Once embedding is suspected it may be trivial to retrieve the embedded data.
Grayscale colors will be referred to by a single number. Modulating the LSB does not result in a
human-perceptible difference because the amplitude of the change is small. Figure 5: The Spiral Embedding
pattern. Future work we would to extend the system to be more robust and efficient and using LSB technique
for image steganography along with different encryption technique. The second file is the message itself,
which is the information to be hidden in the image. Steganography is the art of concealing information in ways
that prevent the detection of hidden messages. If anyone try to break into the system then he has to know the
starting position of the message then encryption method used and method of insertion. Bob then transmits to
Alice. Digital rights management systems which prevent unauthorized use or reproduction of copyrighted
material and protect software against reverse engineering see also copy protection are another somewhat
different example of using encryption on data at rest. The first is a simple visual attack, which relies on the
human eye to evaluate an image. Since we have three primaries, we can represent over 16 million colors with
24 bits. Significance of Steganography Steganography proves to be an incredibly effective way of hiding the
act of communication. If someone attempts to use this image without permission, we can prove by extracting
the watermark. This same attack will likely not be effective against the simplest form of LSB embedding.
Namely one party has a secret key while another has the public key that matches this secret key. Choose two
distinct prime numbers p and q. Furthermore, even if an attacker were to defeat the steganographic technique
and detect the message from the stego-object, he would still require the cryptographic decoding key to
decipher the encrypted message[1]. The Spiral Embedding has two main ideas that allow it to be decoded
successfully and help thwart visual attacks. This approach of information hiding technique has recently
become important in a number of application areas. Text with modified characters loses its meaning, so a
lossless embedding strategy would be required. All the intuition and examples we have studied before carry
over, so that we enter the study of asymmetric encryption already having a good idea of what encryption is,
how security is modeled, and what it means for a scheme to be secure. Ibrahim, et al. The groups are measured
using a function that quantifies the noisiness of a group. In an asymmetric encryption scheme, the holder of
the secret key is a receiver, using the secret key to decrypt cipher texts sent to it by others. In feature tagging,
captions, annotations, time stamps, and other descriptive elements can be embedded inside an image. So one
layer between R, G, B is selected and message is inserted in the selected layer. Example 4.


